FIRMWARE

TEAleaf”

Authentication Key for Licensing and Revenue Protection

Summary

TEAleaf is a low cost authentication system which
may be used to verify that a product is genuine
and paid-for. The host processor uses a simple
but robust algorithm to verify that a TEAleaf device
is present. Each TEAleaf carries a 128-bit
encryption key and an individual serial number.

TEAleaf ensures copies of your products cannot
be manufactured by unlicensed third parties. It
eliminates the need for trust and auditing when
subcontracting manufacturing, licensing to OEMs
or publishing firmware libraries.

firmware for the PIC10F202
microcontroller and is available as a firmware
download from www.hexwax.com. Individual
devices are programmed in-circuit using the
TEAclipper programming clip.

TEAleaf is

Applications

¢ Product authentication
- Printer ink cartridges
- Camera lenses
- Media players
- Sensors & probes
o Firmware library protection
¢ Electronics product design licensing

Features

e SOT-23 package smaller than 3mm x 2mm
o Ultra low cost, low component count

e SPI communication with host

e Based on the PIC10F202 processor

¢ Available in SOT-23 and DIL packages

¢ Industrial and extended temperature ranges
e Can be programmed in-circuit

e 2.0V to 5.5V supply

¢ nanoWatt power during sleep

Security

¢ Modified Tiny Encryption Algorithm (TEA)
o 128 bit security key

e 64 bit challenge, 48 bit response
authentication

e 48-bit individual serial number

Mechanical Specifications

DIL
nc ° [1 nSS
MOSI ] o 1 nSS
Vdd [ [0 Vss
Vss [ N vdd
MISO 1 nc
SCLK 0 MISO
SCLK [ [1 MOSI
Table 1. Pinout Table
Name Description
nSS Slave select (chip select), active low
TEAclipper programming pin 4
SCLK SPI clock input
TEAclipper programming pin 3
MOSI SPI data master out / slave in
TEAclipper programming pin 2
MISO SPI data master in / slave out
Vdd 2.0V - 5.5V supply
Vss Power supply ground
Electrical Specifications
Table 2. Electrical Specifications
Voltage on Vdd (Normal use) 2.0-5.5VDC
Voltage on Vdd during 4.5-5.5VDC
programming
Typical supply current, active 175pA  Vdd =2V
630pA  Vdd =5V
Maximum supply current, active 275pA  Vdd =2V
1100pA  Vdd =5V
Typical supply current, sleep 100nA  Vdd =2V
350nA  Vdd =5V
Maximum supply current, sleep 1200nA  Vdd =2V
2400nA Vdd =5V
Operating Temperature, Industrial —40°C to 85°C
Operating Temperature, Extended | —40°C to 125°C*
*Higher maximum current figures may apply.
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Figure 1. SPI Timing Diagram

Operational Description

The TEAleaf ensures authenticity using a challenge and
response technique.

The host processor generates a 64-bit random number
(the challenge). TEAclipper responds with a 48-bit
response which can only be determined with the aid of a
128 bit security key known only to the host and the
TEAleaf. The host simultaneously determines the
correct response and compares it with the response of
the TEAleaf. If they correspond, the TEAleaf is genuine.

Each TEAleaf is also given a unique 32-bit serial
number. This is output after the challenge response if
required

SPI Interface

The TEAleaf device is selected by transitioning SSn
from high to low. At that time, SCLK should be low
(CPOL=0). On the rising edge of SCLK, one bit of data
may be read on MISO and/or MOSI (CHPA=0). On the
falling edge of SCLK, the data on MISO and/or MOS/
may change. (This is also known as Mode D operation.)

Referring to figure 1, SSn transitions from high to low

and then the host clocks out a 64-bit challenge on MOSI.

There must then be a delay of at least {x. The host then
clocks in the 48-bit response and, if desired, the 32-bit
serial number on MISO. Data are transmitted most
significant bit first.

The SPI interface on TEAleaf is implemented in
firmware rather than hardware, placing strict limitations
on the speed of communications. In addition, the time
required for calculating a response must be respected.
Refer to table 3 for timing details.

Table 3. SPI Timings
Name Value | Description
Tk 40kHz | Maximum clock frequency
[=1/(terttcn) ]
ten 12.5ps | Minimum clock high time

te 12.5pus | Minimum clock low time
ti 12.5pus | Minimum initialization time
Maximum MISO release time
t 200ps during response calculation period t
12.5us at all other times
ty 20ms | Maximum response calculation time

Refer to figure 1 for interpretation of these values

Slave Select/ Sleep

SSn must be held low continuously for an entire
transaction to complete successfully. It may, however,
be taken high at any time.

When SSn is high, TEAleaf will enter a low power sleep
state. MISO will enter a high impedance (Hi-Z) state
within a time f. For minimum power consumption,
SCLK, MOSI and MISO should be biased high or low
when not in use to avoid unnecessary waking.

XTEA Algorithm

The xTEA algorithm is a robust Feistel network
proposed by Needham & Wheeler. For details refer to
RM Needham and DJ Wheeler, TEA extensions,
Technical report, Computer Laboratory, University of
Cambridge, October 1997.

The host-side algorithm is presented below as C code:

/I unsigned long integers are 32-bit

/I unsigned char integers are 8-bit

/I Arg pVal is a 2-long array containing your
/I randomly generated challenge

/I pVal[0] is challenge bits C31-CO

/I pVal[1] is challenge bits C63-CO

/I Arg pKey is a 4-long array containing key
/I pKey[0] is the least significant 32 bits

/I pKey[1] is the next least significant 32 bits
/I pKey[2] is the next most significant 32 bits
/I pKey[3] is the most significant 32 bits

void Encr(unsigned long *pVal, unsigned long * pKey)
{

unsigned long sum = 0;

unsigned long delta = 0x9E3779B9;

unsigned char i;

for (i=0; i<32; i++)
{
unsigned sa = sum & 0x03;
unsigned long Key2;
Key2 = pKey[sa];
pVal[0] += (( (pVal[1] << 4) ~ (pVal[1] >> 5)) +
pVal[l] ) » (sum + Key2);
sum += delta;
sa = (sum>>11) & 0x03;
Key2 = pKey[sa];
pVal[1] += (( (pVal[0] << 4) ~ (pVal[0] >> 5)) +
pVval[0] ) ~ (sum + Key2);
}

}

/I On exit the TEAleaf's response must match pVal
/I pVal[0] is response bits R31-R0

/I pVal[1] is response bits R47-R32

/I (ignoring 16 highest bits of pVal[1] )
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Refer to TEAleafHostTest.c and TEAleafHostTest.hex in
the development kit for an example of a complete
implementation including SPI.

The application TEAleafAlgorithm.exe in the TEAleaf
pack allows key — challenge — response triplets to be
calculated for test purposes. Referring to figure 2, enter
any key and challenge to generate the corresponding
response.

& TEAleaf Algorithm [

Key (32 hex digits) Challenge (16 hex digits)

FFEEDDCCBEAASSB87766554433221100 FEDCBASE 75543210

Close

Response (only last 12 digits transmitted)
SES3E7ASADTTEADD

Figure 2: TEAleafAlgorithm.exe

The file RandomHEX.xls, is a hexadecimal 4-byte
random number generator for Excel for creating keys.

A worked example follows with an h suffix indicating
hexadecimal and a b suffix indicating binary:

Key:
Key = FFEEDDCCBBAA0099887766554433221100 h
(specified when loading TEAclipper with firmware)

pKey[0] = 33221100  h
pKey[l] = 77665544  h
pKey[2] = BBAA998S  h
pKey[3] = FFEEDDCC  h

Challenge:

pVal[0] = 76543210 h
pVal[l] = FEDCBA98  h

C63...C56 = 11111110 b
C55...C48 = 11011100 b

C15...C8 = 00110010 b
C7...C0 = 00010000 b

Result after 1 iteration of for loop:

Security

The xTEA algorithm has a very high avalanche effect
and is extremely robust against plaintext and related-key
differential attacks. @ The response is hashed by
returning only 48 of the 64 bits of the encoded result for
comparison. The non-reversibility of the hashing step
renders the key uncrackable as far as is known.

Care should be taken that the host-side algorithm does
not expose the key and that challenges are different
each time.

Firmware Delivery

The TEAleaf firmware is available as an encrypted
firmware download from www.hexwax.com. To
download it you will need a TEAclipper/PIC HV and a
TEAclipper/USB adapter.

To load the firmware onto the TEAclipper, start the
HexWax Explorer firmware and log in. Then download
the TEAleaf firmware pack from the hexwax.com
products section. When download completes, a
TEAleaf folder will appear in the Local Files section of
HexWax Explorer. In this folder is the TEAleaf.wax file
which contains the firmware.

You will need TEAleaf license credits in order to decrypt
the TEAleaf.wax file. Contact hexwax.com for details of
payment options and how to obtain free samples.

Once you have license credits, select the TEAleaf.wax
file and insert a TEAclipper/PIC HV into the
TEAclipper/lUSB adapter. Press the Charge Now...
button. Referring to figure 3, enter the required 32 digit
hexadecimal security in the ‘TEAleaf Key' box, and
select how many licenses you wish to load onto the
TEAclipper. Finally press OK to obtain a decryption key
and to charge the TEAclipper with the decrypted
firmware.

The serial numbers will be assigned by HexWax to
ensure serial numbers are globally unique. To find out
what serial numbers which were be assigned, visit the
‘View Licenses Used’ page in the ‘My Account’ section
of HexWax.com. The value in the ‘Serial 2' column is
the first serial number. Successive serial numbers will
increment from the first.

pVal[0] = 508C49FC  h B —
pval[l] = C3C7TCAA6  h ErT ==
Response (after 32 iterations): TEAkRafhey
value (hex) FFEEDDCCBBAA33887766554433221100
pVal[0] = AO77EA00 h
pVval[l] = 9E53E7A5 h Lo B
@3 ToothpickDARC-T <
R47..R40 = 11100111 b —em —
R39...R32=10100101 b = — T
R15...R8 = 00011010 b Teadoper — —
R7...R0 = 00000000 b e
pacyr::;m [ Detais... ][ Lookup |
Figure 3: Decrypting the TEAleaf.wax file
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Programming TEAleafs

TEAleafs may be programmed in-circuit provided the
programming signals are protected against contention.
In particular, note that the SSn line is subject to a
voltage of 13V during programming. The recommended
circuit is shown in figure 4.

TEAclipper
connector
Vss Vss
SSn T SSn
Host SOLK y ATZzK SOLK  TEAJeaf
Controller MoSI [ — Mos!
vdd 1 Vdd
MISO MISO

Figure 4. Recommended connection to permit in-circuit programming

TEAleaf is programmed into the microcontroller simply
by inserting the TEAclipper into its connector. The
circuit must be powered and the TEAclipper must be
held in place until the LEDs stop flashing and the green
LED glows steadily.

Since the programming time is very fast, no
programming socket is required for the TEAclipper. It
may be leaned against five plate-through holes as
depicted in figure 5.

Pin 1 indicated
by square pad

2.54mm spacing

\n o o o °\1mmholedia

w o
58§08 & @
S = ]

= X

Figure 5. Recommended plate-through connector design

The TEAclipper requires a minimum supply to the
TEAleaf of 4.5V during programming. If the target board
cannot tolerate a Vdd of 5V, then a supply of 5V may be
temporarily applied in an isolated fashion as shown in
figure 6. (The host Vdd should be powered as normal
during programming.)

TEAclipper
connector
Vss Vss
SSn Lt SSn
Host SCLK y Az SCLK  TEAleaf
Controller Mosl |1 —— MOS!
vad [ ¥ > Vdd
MISO MISO
5V during —>
programming

Figure 6. Recommended connection to permit in-circuit
5V programming host controller cannot tolerate Vdd of 5V.

Evaluation Guide

The circuit in figure 7 was used during development and
testing of this product and is recommended for
evaluation.

The test Host Controller firmware TEAleafHostTest is
provided is the firmware pack in both compiled hex
format and in C.

TEAclipper
connector Reset —-
.
22K T|_ :]éom 5V supply
O; l <+ -
o
BB & (1231)Vss — Vss (7)
&< (17) SSn v Al 22K SSn (8) TEAleaf
T~ (18)SCLK — SCLK(4)  boqoF202
(24) MOSI 1 — MOSI (5) oL
(11,32) Vdd vdd (2)
Host (23) MISO MISO (3)
PIC18F4620 5 s
DIL (26) RC7 —DH—— £3
LED'Y 2 £
g

Figure 7. Recommended evaluation circuit

The TEAclipper Evaluation Board may be used to build
this circuit. It contains a PIC10F202 which may be used
as a TEAleaf. (See Table 4 for a labeling key on older
boards.) There is also a ZIF socket to allow you to
implement TEAleaf security on a variety of host
processors, including the 18F4620 shown in figure 7.

Table 4. Evaluation Board Labeling Guide
TEAleaf Pin Evaluation Board TEAclipper
Name Label Connection
MOSI PGD PGD
SCLK PGC PGC
SSn nRST Vpp
MISO Dat -
Vdd Vdd Vdd
Vss Vss Vss

Program the 18F4620 with the TEAleafHostTest.hex
firmware and the PIC10F202 with the TEAleaf.wax
firmware. The host firmware TEAleafHostTest.hex
repeatedly challenges the TEAleaf, approximately once
per second. Its LED will flash once after a reset and
each time it receives a correct response. So if the
correct key was specified when charging the TEAclipper
with the TEAleaf.hex firmware, the LED will flash
repeatedly. Otherwise, it will only flash once after reset.

The SPI signals can interfere with the programming
process, so it may be necessary to use the Reset button
to hold the host in the reset state while programming the
TEAleaf.
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